
Standard deviation: 
The new standard for out-of-pattern 
transaction analysis

In a fi nancial institution where hundreds 
of thousands of transactions are pro-
cessed every day, how do you detect the 

few that may represent suspicious behavior 
that should be monitored and investigated?  

Completing the Customer Identifi cation 
Program (CIP) during account opening is 
an ideal time to complete a questionnaire 
about the products a customer will use 
and to anticipate transaction levels. In an 
ideal setting this would work; however, 
this approach only captures the neces-
sary information for customers opening 
a new account. Anyone planning to con-
duct transactions for money laundering 
purposes is unlikely to provide accurate 
information. The problem is compounded 
when “regular” customers think the CIP 
information requests are intrusive and do 
not provide accurate responses or abandon 
opening the new account with your insti-
tution altogether. 

In both situations, the institution may 
be left with erroneous information that 
it must use to determine unusual out-of-
pattern behavior. 

Even if the institution were operating in 
an ideal environment, the huge challenge 
remains to collect accurate transaction 
activity for all customers. This would be 
realistically impractical, probably impos-
sible, for any institution with more than 
10,000 - 20,000 customers. How about 
50,000 customers, 200,000, or over one 
million?

Given the signifi cant value to an institu-
tion of monitoring out-of-pattern behavior 
what can an institution’s Bank Secrecy Act 
(BSA) offi cer do to comprehensively moni-
tor all customers’ transactions?

The answer is statistical analysis of 
transaction patterns. 

This method allows monitoring each 
customer’s behavior over a period of time 
and compares how their current trans-
action behavior compares to their past 
behavior.  Accomplishing this comes from 
the statistical methodology of Standard 
Deviation (sigma ) where one looks at a 
recent set of transactions over a period of 
time and compares this to the transactions 
of a base period. 

This mathematical technique eliminates  
the disadvantages of the KYC approach 
discussed above and is more accurate 
in identifying out-of-pattern transaction 
activity.  It provides alerts in a clear and 
simple way as part of the regular Money 
Laundering Routines (Scenarios) run 
everyday by the institution’s BSA team. 
Statistical analysis does not require any 
questionnaires to be completed or inter-
views to be conducted while allowing all 
customers to be included at the very start 
of the AML monitoring program!

In simple terms, Standard Deviation is a 
measure of a data point’s (fi nancial trans-
action $ amount) variance from the aver-
age transaction amount of all transactions 
over a specifi ed period of time. One may 
also include the  based on the number of 
transactions.

The standard bell shaped distribu-
tion curve is used here to represent each 
customer’s transaction profi le and cal-
culate the standard deviation (sigma ) 
value. Using this value, the BSA offi cer 
can decide how sensitive they want to be 
in creating alerts by selecting a  for the 
routine e.g., 2  will generate alerts on 
about 32% of transactions while a 3  will 
generate alerts on about 1% of transac-
tions. Therefore, a 3  transaction is much 
more likely to represent an out-of-pattern 
transaction.
Transactions

The calculation of averages and the  
is done automatically for all customers 
and accounts, so the BSA offi cer now has 
a powerful and sophisticated tool that is 
easily designed into a money laundering 
routine(s) that can be applied to:
• ALL customers, 
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PRACTICAL SOLUTIONS

•	 A	group	of	customers	defined	by	
a common characteristic, e.g., all 
customers with a high dynamic  
risk rating  >25, 

•	 Specific	customers	identified	 
by CIF or TIN.  
For each routine, a different  can be 

applied to allow for different sensitivities 
to the data. Given the risk of false posi-
tives generated from any new routine, the 
routines can be run against a test database 
(this allows for alerts to be deleted) so that 
the parameters can be fine tuned until the 
BSA officer is satisfied that the alerts are 
valid. Then the routine can be moved into 
the Production Database.

For example, most customers have 
typical monthly income and expenses 
(salary and expenses such as a car pay-
ment, mortgage payment, and credit card 
payment, utilities, etc.).  The difference 
amongst these customers is the magni-
tude of their transactions. 

Using the statistical analysis formula 
the  for each customer is calculated 
automatically and is unique to that cus-
tomer or entity.

For the routine illustrated below if a 
deposit transaction is 3  over the aver-
age transaction amount and the triggering 
deposit transaction is at least $5,000 and at 
least $2,000 over the average transaction 
amount, the entity will be flagged and the 
alert will be reported. 

Similarly, an alert is also generated if a 
withdrawal transaction is 3  or more over 
the average transaction and the triggering 
withdrawal is at least $10,000 and $4,000 
greater than the average withdrawal trans-
action amount.

Consider two customers:
The first customer has an average transac-

tion amount of $1,200 with a  of $600.  The 
most significant transactions are two $2,500 
salary deposits per month and a mortgage 
payment of $1,800.  Three conditions must 
be met in order for an alert to be generated:

1. At 3  the deposit transaction amount 
for triggering an alert for this customer is 
$3,000. 

2. At $5,000 minimum deposit transac-
tion amount, the time period’s aggregate 
deposit transaction amount must be at 
least $5,000.

3. At $2,000 more than the mean trans-
action, the transaction amount must be at 
least $3,200 ($1,200 + $2,000).

The second customer has a much higher 
salary, $15,000 per month, two $7,500 
deposits and relatively greater expenses.  

This customer has an average transaction 
amount of $3,600 per month with a  of 
$2,500.  Therefore, at 3  the deposit trans-
action amount for triggering an alert for 
this customer is $11,100.

The  threshold designated for triggering  
alerts  depends on the financial institution’s 
size, transactions per day and the number 
of staff available to investigate these trans-
actions. Based on the normal distribution 
represented by the curve above a bank with 
100,000 transactions per day can expect to 
have 250 transactions greater than 3  or 
only seven transactions at 4 .

Conclusion
BSA compliance efforts have been ham-

pered in the effort to conduct meaning-
ful KYC transaction analyses because of 
the dual challenges of determining valid 
anticipated data for each customer and 
including all customers in the daily trans-
action monitoring.

For the purposes of identifying out-of pat-
tern  transactions, the standard deviation () 
calculation is a powerful and flexible tool 
because it eliminates two major limitations 
that are inherent in the traditional KYC 

approach. This statistical analysis Standard 
Deviation method enables the BSA officer 
to measure and compare true out-of-pattern 
behavior against actual past behavior for all 
customers and all accounts. This method 
also has the added benefit of adjusting the 
analysis period to analyze the most recent 
transaction history and to build a more rel-
evant profile of typical average behavior.

The thresholds of  out-of-pattern activity 
are determined by the BSA officer and 
easily adjusted as necessary in the test data-
base to assure that only valid alerts will be 
generated when the SD routine is moved 
into the Production Database.      
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Database Production — (CIF) Current — Base Parameter;

Editing routine: “SD TEST-Wires Long Term*

ANALYSIS DATE RANGE:
Conduct the following tests over the period starting from   0          days ago and ending   30      days ago (e.g. Starting from 0 to ending 30)

and compare against the   12     BASE PERIOD(S) prior.

RULE SCORING
 • The minimum number of deposit transactions required to perform this calculaitons is  20  (min suggested = 20)

 • This minimum number of withdrawal transactions required to perform this calculations is:  20  (min. suggested = 20)

 Deposit Transaction Amounts

 Score   1    points if the deposit amount is:   3.0   or more standard deviation(s) (S.D. explanation

 • The minimum deposit transaction amount to trigger an alert is:   5000
 • The minimum deposit transation about above the mean to trigger an alert is:   2000

 Withdrawal Transaction Amounts

 Score   1    points if the deposit amount is:   3.0   or more standard deviation(s) (S.D. explanation) greater than the mean 

 where:

 • The minimum withdrawal transaction amount to trigger an alert is:     10000
 • The maximum withdrawal transaction amount above the mean to trigger an alert is:     4000

 Deposit Transaction Counts

 Score           points if the total number of deposit transactions is:                   or more standard deviation(s) (S.D. explanation) greater

 than the mean where:

 • The minimum deposit transaction amount to trigger an alert is:

 • The minimum deposit transation amount above the mean to trigger an alert is:

 Withdrawal Transaction Counts

 Score           points if the total number of withdrawal transactions is:                    or more standard deviation(s) (S.D. explanation) greater
 than the mean where:
 • The minimum withdrawal transaction amount to triger an alert(s):

 • The minimum withdrawal transaction amount above the mean to trigger an alert is:

For normal distributions; 1+ = Top 32%
3+ = Top 1% of transaction amounts; a
of 2.5.

Parameters Selection Screen for SD Routine 

ACAMS Today I January/February 2009 Vol. 8 No. 1


